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RELATION BETWEEN ANTISPAM AND ENTERPRISE SECURITY E ! |

There are many types of Unsolicited Electronic Message (UEM), for example, electronic marketing the help of anti-graft technology on their
messages promoting products or services that can be sent as text and pre-recorded voice website.

messages to telephone, fax machines or email addresses. To contain the problem of UEMSs, the
Unsolicited Electronic Message Ordinance (UEMO) has been enacted. The UEMO is commenced
operation in two phases — Phase | on 1 June 2007 and Phase Il on a data to be decided and
notified by Gazette, probably towards the end 2007. Any individual or business contravening the
UEMO may be liable to a fine or imprisonment as follows:

Many companies do business through
website, the service will be interrupted
once the website is destroyed. The
syndicate may invade the website, turns
the server for BT use or springboard to

OFFENCES PENALTIES attack others, the company will then

Fraud and other illicit activities related | Unlimited fine as set by the court and/or | become the victim. Hence, company
to sending of multiple commercial | imprisonment up to ten (10) years certainly must patch the syst
electronic messages loophole regularly, as well as using
Use of unscrupulous technique to reach | A fine up to HK$1 million and/or imprisonment up to | firewall, UTM or IDS carries on
out to more recipients five (5) years security. The related equipment must
Contravention of the rules for sending | An enforcement notice may be served to the | support the application layer with depth
commercial electronic messages offender. Contravention of the notice may attract a | inspection only then to be qualified,
fine up to HK$100,000 on the first conviction. because the hacker may install the Trojan

in the HTML homepage, such as YouTube

General Indusrial Advice o . movie and MySpace. The user goes to
To better protect yourself and your company, IT administrators should ensure that: 1) their network  prowse and will get infected, therefore the

and computers are protected with the right security arrangements; 2) their servers are not running - safety inspection must carry and agree in
any open relay or open proxy software; and 3) their email messages are not routed through any  the HTTP communication.
relay or proxy not under their control. v i

Careful not to control by spammer of your email system to provide spam-mail (eg. by Open Relay
spam-mail). If the company email is included in the blacklist, it will be able to harm the business
operation in future. The 1st generation anti-spam solution uses real-time blacklist management,
mainly uses the IP address filtering. The 2" generation uses Heuristic or Bayesian Filters which
rely on signatures or fingerprinting techniques to mail grading, once conforms to the characteristic
then to be able to score points. The score higher then can distinct as the spam-mail, but the main
Spam Detection MUST Be Decisive  100phole is easily fooled by spammers. The 3" generation
Confident scoring leads o taking confident actions uses logistic regression and information gain analysis, for The hacker may also invade the affiliation
MMMMM e example mails contained certain kind of medicine to be system loophole by using worm and
"— ' found can score points, if the doctor name appear spyware. For SMEs, itis suggested to use
Py | together then the score will be reduced simultaneously. antivirus software with spyware &
e el By using the content intlpendence analysi individual firewall at the client s

o s oo 203 e makes to reduce wrongly, thesult is the highe: security as a safety device in

" e smiorsts b P spam detection rates in the industry which suy network gateway to cope with
the multlanguage spamail. mixed attack, as well as¢nhance th
security applicationlayetr (ie Client
OTHER BUSINESS CHALLENGES — INTERNET SCAM Security) It may have the virus filtering
At present, computer security threats are evolving unceasingly besides anti-virus and anti-spam  to reduce in network resources and end
mail, such as online-fraud, spyware, ID burglary created the very big economic loss. Internet points attacks. In addition, it is similarly
scam that made use of international e-auction platform to check would-be buyers all over the important to formulate the good security

world. People involved in e-auctions should check the reputation of electronic platforms with  policy and educate the users.




Two Billion Dollars To Be A with Two Factors Authetication”on
WiFi City, An Opportunity Gale 15 in Novell Users Group.
Or A Security Loss!

Regarding to the potential threats and
security measures of public Wifi project,
Mr. Jon Woo from NetMon made his

remarks on 0 T h e Wi Fi
Ko ngab ,The 8th Info-Security
Conference 2007*"

and over 500 IT delegates attended the
seminar with overwhelming responses.
As a token of our appreciation for their
supports during the seminar, NetMon had
presented a set of commemorates to the
winners during the Q&A session.

Information Security
Certification and Data
Protection Seminar

Your Best Security

Solutions Provider and
Value Added Distributor

Our mission is dedicated to providing
cutting edge security technology solutions
for government, corporate and consumer

users via our channel partners

Information ~ Security ~ Management
involves a combination of prevention,
detection and reaction processes that
require ongoing monitoring and control.
HKCERT, OGCIO and HK Police Force
co-organized the security seminar on
June 20 to the SMEs, schools,
enterprises and individual  users.
NetMon was being invited as their guest
speaker to deliver his speech on “Risk
Management on SKIEn Sheung Wan
Municipal Services Building.

ldentity Management &
TwoFactors Authenticatior;

NETMON UPCOMING EVE

1)“Parent Program (Internet)” s e
organized by Jockey Club TeenGuard
Valley on 28 July (Sat)in Park Island
Club House.

2)BM Combo SMB PR launch”
organized by IBM China/HK Ltd. on 8
August (Wed in 10/F PCCW Tower,
Taikoo Place. NetMon will be their
security provider and business partner
in this program.

Seminar byNovell& NetMon

Companies still struggle with legacy
systems and archaic processes. This
complexity compounds the risks your
business faces:

The risk of information theft;

The risk of violating customer privacy;
The risk of noncompliance & litigation;
The risk of inefficiencies due to manual
processes.

NetMon was being invited by Novell to

talk about "Ease your IDM Deploymen

Tel: 25272086
Email :marketing@nemon.com.hk

Ensure your company
working with a Trusted
Security Leading Partner

NetMon would like cordially to invi
our business partners and custns
to join the part
Computing (a leading provider
Enterprise Gateway Security) a
Sourcefire (Open Source Innova
and SNORT creator) to expand y
business.

Date : 17 August 2007 (Friday)
Venue: Regus Conference Cent
35/F Central Plaza, Wancha

: -9:00arrL:00pm
(for Users only)
-2:00pr6:00pm

Time
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www.fsecurecom
Major AntiVirus Vendor or
InterneandMobile

Networks

Www.securecomputing.con
Application Layer UTM
FirewalendWeb 2.0
Security

«XP) VASCCD

THE AUTHENTICATION COMPANY

WWW.vasco.com
Two Factors Authenticatio

> TRICIPHER

Protecting Online Identity™

www.tricipher.com
Unified Authentication
System for B2B an®B

Web Applications

\oltage

ecurity

www.voltage.com
Identity Based Email and

File Encryption

www.disuk.com
Encryption Appliance for
Tape Backup

proofpoint®

www.proofpoint.com
Messaging Security
SolutiongAntiSpam,
AntiVirus, Email Firewall,
Digital Asset)

SOURCEf ire’

Security for the real world.

www.sourcefire.com

Intrusion Prevention
(IPS/IDS) Vulnerability
Analysis Network Behaviq
Analysis (NBAgnd
Network Change Detectio

£ imprivata

www.imprivata.com

Enterprise Single Sign Orl

and Network Log On
Appliance

Co=

BEOUNITY TEOHMOLOOIES

WWw.coresecurity.com
Penetration Testing Toolg

Excellence Matter®

www.adventnet.com
Network and Systems
Management software

SENFORCE

www.senforce.com
Endpont Security and
Network Access Control

(for Channel Partners only

Fax: 2527 3086

Website :www.netmon.com.hk

NetiMOon

NetMon Information Systems Limited
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