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There are many types of Unsolicited Eletdssage (UENYr examplelectronic marketirthe help of angjraft technology on t
messages promoting products or services that can be sent as tedoetet preicyyepsite.

messages to telephone, fax machines or email addresseain the problem dfi&)Ehe
Unsolicited Electroneesddge Olidance (UEMO) hagsen enacted. eETWEMO isommencke
operation in two phasdghasd on 1 June 2007 and Phase Il on a data to be deci
notified by Gazette, probably towards the endlrB0didividual or business contravenii
UEMO @y be liable to a fine or imprisonment as follows:

Many ompanies do business thr
website, the service will be inter
once the website is destroyed.
syndicatenay invade the website, 1
the server for BT use or springbo

OFFENCES PENALTIES attack others, the company will

Fraud and other illicit activities re| Unlimited fine as set by the court become the victim. Hermanpany
to sending of multiple comme imprisonment up to ten (10) years certainly must patch the syst
electronic messages loophole regularly, as well as using
Use of urtsupulous technique to rg A fine up to HK$1 million and/or imprisonmg firewall, UTM or IDS carries on
out to more recipients five (5) years security. The related equipment 1
Contravention of the rules for s An enforcement notice may be served | support the application layer with
commercial electronic messages | offender. Contravemtid the notice may attra inspection only then to be que
fine up to HK$100,000 on the first conviction because the hacker may irtb&lTroja

in the HTML homepage, such as Y¢

General Indusrial Advice - _ movieand MySpace. The user goe
To better protect yourself and your company, IT administrators shoult ¢nsinneettvedr yro\wse and will get infected, therefi

and computers are protected with the riglyt aeandements; 2) their servers are not rgafety inspection must carry and a
any open relay or open proxy software; and 3) their email messages are not routthe HTTP communication. '
relay or proxy not under their control.

Careful not to control by spammer of your email system to progitiéegpdém Open Rel
sparAmail). If the company email is included in the blacklist, it will be able to harm
operation in futuféhe # generation asppam solution uses teaé blacklist manageme
mainly uses the IP addressnfijitefihe™® generation uses Heuristic or Bayesian Filter:
rely on signatures or fingerprinting techoimaisgrading, once conforms to the chara
then to bable to scomins. The score higher then can distinlbe spamail, bu the main
Spam Detection MUST Be Decisive 100phole isasily foetl by spammers. Theg@neratio _ y
Confident scoring leads to taking confident actions useslogistic regression and information gain aoae The hacker majsoinvade the affiliat
Froponsunsoecmen e 8 5o e s example mails contained certain kind of medic Systemloophole by using worm
'— . found can score points, if the doctor name spyware For SMEs, it is suggestedd
Y . together then the scai# be reduced simultanec antivirus software with spyware &
e el By using the content intlpendence analysi individual firewall at the client s
e e 75 B 38% of messages makes to reduce wrongly, thesult is the highe: security as a safety device in
e ahisteme o complaris spam detection rates in the industry which sup network gateway to cope with
the multdlanguage spammail. mixed attack, as well as¢nhance th
security applicationlayetr (ie Client
Security) It may have the virus filte
At presentomputer security threats are evolving unceasingbniigsigeand argpan to reduce in network resources ar
mai) such as onlifi|mud spyware, ID burglary creaedehy big economic losgerne pointsattacks. In additignt is similar
scam that made use of internati@naitien platform to check veulliyersll over th important to formulate the good s
world.People involvedetauctions shouttheckthe reputation of electroplatformsvith  policy and educate the users.




