
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 

 

 

 

 

  

 
 
 

RELATION BETWEEN ANTISPAM AND ENTERPRISE SECURITY 

There are many types of Unsolicited Electronic Message (UEM), for example, electronic marketing 
messages promoting products or services that can be sent as text and pre-recorded voice 
messages to telephone, fax machines or email addresses. To contain the problem of UEMs, the 
Unsolicited Electronic Message Ordinance (UEMO) has been enacted.  The UEMO is commenced 
operation in two phases ï Phase I on 1 June 2007 and Phase II on a data to be decided and 
notified by Gazette, probably towards the end 2007.  Any individual or business contravening the 
UEMO may be liable to a fine or imprisonment as follows: 
 

OFFENCES PENALTIES 

Fraud and other illicit activities related 
to sending of multiple commercial 
electronic messages 

Unlimited fine as set by the court and/or 
imprisonment up to ten (10) years 

Use of unscrupulous technique to reach 
out to more recipients 

A fine up to HK$1 million and/or imprisonment up to 
five (5) years 

Contravention of the rules for sending 
commercial electronic messages 

An enforcement notice may be served to the 
offender.  Contravention of the notice may attract a 
fine up to HK$100,000 on the first conviction. 

 

General Industrial Advice 
 

To better protect yourself and your company, IT administrators should ensure that: 1) their network 
and computers are protected with the right security arrangements; 2) their servers are not running 
any open relay or open proxy software; and 3) their email messages are not routed through any 
relay or proxy not under their control.   

 

Careful not to control by spammer of your email system to provide spam-mail (eg. by Open Relay 
spam-mail).  If the company email is included in the blacklist, it will be able to harm the business 
operation in future. The 1st generation anti-spam solution uses real-time blacklist management, 
mainly uses the IP address filtering.  The 2nd generation uses Heuristic or Bayesian Filters which 
rely on signatures or fingerprinting techniques to mail grading, once conforms to the characteristic 
then to be able to score points.  The score higher then can distinct as the spam-mail,  but the main 
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focus 
the help of anti-graft technology on their 
website. 

 

Many companies do business through 
website, the service will be interrupted 
once the website is destroyed. The 
syndicate may invade the website, turns 
the server for BT use or springboard to 
attack others, the company will then 
become the victim.  Hence, company 
certainly must patch the system 
loophole regularly, as well as using the 
firewall, UTM or IDS carries on the 
security.  The related equipment must 
support the application layer with depth 
inspection only then to be qualified, 
because the hacker may install the Trojan 
in the HTML homepage, such as YouTube 
movie and MySpace.  The user goes to 
browse and will get infected, therefore the 
safety inspection must carry and agree in 
the HTTP communication. 
 
 
 
 
 
 
 
 
 

The hacker may also invade the affiliation 
system loophole by using worm and 
spyware.  For SMEs, it is suggested to use 
anti-virus software with spyware and 
individual firewall at the client side 
security as a safety device in the 
network gateway to cope with the 
mixed attack, as well as to enhance the 
security application layer. (ie Client 
Security)   It  may have the virus filtering 
to reduce in network resources and end 
points attacks.  In addition, it is similarly 
important to formulate the good security 
policy and educate the users. 
 

 

 

 loophole is easily fooled by spammers. The 3rd generation 
uses logistic regression and information gain analysis, for 
example mails contained certain kind of medicine to be 
found can score points, if the doctor name appear 
together then the score will be reduced simultaneously. 
By using the content interdependence analysis 
makes to reduce wrongly, the result is the highest 
spam detection rates in the industry which support 
the multi-language spam-mail. 

               
 

 

At present, computer security threats are evolving unceasingly besides anti-virus and anti-spam 
mail, such as online-fraud, spyware, ID burglary created the very big economic loss.  Internet 
scam that made use of international e-auction platform to check would-be buyers all over the 
world.  People involved in e-auctions should  check  the  reputation of electronic  platforms  with  
 


